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Cybersecurity is never just a technology problem, it’s a people,

processes and knowledge problem.

-National Institute of Standards and Technology (NIST)
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FAZ S IR BARNAZ, 2 R2Y 1500 7 T-Mobile A F 494 AAzZ &
AE.

v’ 2017 %3 A, Dun&Bradstreet ( XF & K,, #7F % 7 iz &IR S
M) =Ko 52GB ##IE BN LR, MO ELR 8O3 AT
&T.ARH, Wells Fargo. £ B ¥rE, £ £ £ B B B3R5 /£ A 9 3300
%7 i L6tz B Ak A X5, O

v 200757 A, it hEs aMET LN, AFREANE R I
B AE R F BRI E R F LB NEANALZ L, HFER EXEH
€, BEEHEKX, M, HaErFAmaoiE, FINKEER
FHIEA 22 A, H P RERE R A48 BF RSN E]) 7 T 20
AL B

v’ 2017 %7 A, Verizon ( £E AL 8432038 ) & F 5 NICE Systems
(—RAED| 8903 ) bAF, FEMBITLACHER R PFAAZER
FEEM L, XA ARG ERT RPN LG S3 ZREE L, 1£
FTASRTT A5 9 L F AKX s 38, R E 8T 4R 55U
158, QFEAPEL. 0iEF5H, KP PINA (AARSNE) |, 7

v @ T Inbenta Technologie (27 KR4 ) Pragskey st & 28 &
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T, B T 5% IR P, BRI A P AAAS B RATF
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G, AR R P AR R AT 9] A 4 IRALAE, B Bbig R,

* https://blog.csdn.net/yoyoyoyo000/article/details/48883137
® https://www.sohu.com/a/215090624 682308

® http://tech.qq.com/a/20170607/035410.html

" http://www.sohu.com/a/157044936_257305

8 http://mini.eastday.com/a/181126092156993.htm
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7.PRIVACY AND CYBERSECURITY ISSUES AND RISKS: EUROPEAN
AND US PERSPECTIVE A Fe W 4424 B M A= N ARRM A= £ B ARA

AZAE4: Antony Kim, Kolvin Stone, Aravind Swaminathan, Xiang Wang ( £
#7) , Jeff Zhang (3KZh4» ) and Betty Louie ( & @i B )

7.1. INTRODUCTION 4~43

The EU is generally considered to be at the forefront in setting a high
standard with regard to data privacy and the regulation of handling personal
information. The latest EU-wide law regulating the collection and use of
personal data is the General Data Protection Regulation 2016/679
("GDPR").

RK B3 AN A R R HIR Fa A Fe kb T AN AAZ B 09 % Em A S S AR
Y IRATE R X, HLTE AN ASRIBE B Aol A 64 S 37 RK B R AR 2 (R R 4538
ALY (2016/679 %) ( “GDPR” ) .

Outside the EU, data privacy laws have been implemented in many
jurisdictions that follow the European approach to privacy regulation. Some
of these are directly modelled on the GDPR. Notably, the US, with the
California Consumer Privacy Act ("CCPA"), has introduced sweeping
changes to its privacy landscape which historically has taken a less
comprehensive stance to privacy regulation, favoring a more limited,
sectoral approach.

BB Z I, 5 8 ik E R AT 46 T HIBBAL K, X bR AR IR
MegreA g k. AF — 48R A GDPR Lagiieg. MEIFEEN
A, REEE (heFldg RN T BAEERY ( “CCPA” ) A&
AR B E HATT B EE, helk, FEMNBARRENESEE RS
), EARE TRB ARG RS 7 %k,

Section A of this article describes the European approach to data privacy in
more detail, specifically the requirements of the GDPR, and in this context
details what organizations operating internationally should be doing in
practice to improve their data privacy compliance posture.

KT 5 —3R o B E mub bk T WoM 238 I AR 47 5 X, 4 %) 2 GDPR
R, FERT R TH@3isl T AE R LZZ 00 M iz KR T 4o
AT PRt BB PE AL AL

Though there are clear overlaps between data privacy and cybersecurity, the
latter is an increasingly important subject and should be considered a
standalone topic in its own right. The United States is widely considered to
be the leader with regard to cybersecurity maturity and sophistication — both
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in terms of regulation and enforcement and in terms of organizations'
approach, preparedness and risk management efforts.

RABIBERAA NG 2oL A GEARNEE (2EH5 2 —MHEAT
2 EM, NEEAY MR IH, ReAEREAIGEF @, L
RAESV KA F X EEFRRSE T &, £EBIR ZIANZN%L
G PRI R A B 2R T\ AR B R

Section B of this article discusses some practical steps that organizations
can take to reduce the risk of incurring cyber-enforcement. While these are
written from a US-perspective, the general concepts are applicable globally.

KI5 3R T 4 b s AR ER B — 26 LR P IR, AR5 & W 4
PRI, BRI ZMNEE A E RGN, [2—BBAELKTLE
g,

As a practical matter, any Chinese business operating internationally should
therefore look at a privacy compliance programme that is orientated around
EU concepts and cybersecurity programme that leans towards US principles.
In this way, businesses in China will be well placed to meet best practice
and in a better position to comply with applicable laws in all the markets
which they are active.

SR, AT R B [ _E 227864 o B 4 Ak R R IZ F E— AN A B A A e
K it X A 5@ 0 R AL AT X, RlET i X e T £ B 69 RN,
WX A K, P E AL B ARIT M A B R AE S BATE, FAES I AT
Wi A I S SR 0GB A TR 35 6438 B iR AT,

7.2. DATA PRIVACY £ & #4

The GDPR came into force in May 2018 and represented a major overhaul
of the EU data protection landscape.

GDPR F 2018 4 5 A A 3k, KRE T 3T BEIIERIFARL £ RILE,

Many of the GDPR requirements (described below) complement good data
governance. They help organizations to more systematically plan, track, and
manage the various types of data collected, where data is stored, how data is
shared, and how data is processed. This is important as organisations are
increasingly data-driven, relying on processing large amounts of data using
innovative technologies that transform, augment, and transfer data around
the world.

#% GDPR &R (dmFHAE) ERLEKRT RAFHIEETEF K. €11
AR B Ak F AR SR, SRIFFeE B R AAY KR G BB, AREK
Bk, BIFEXFFXPHEIBEAE S X, X—EFFTEE, BAL LM
RARMAE T HIE-F @B T H X, R TALA QIR AR IE K Z 53,
R RTAELHTCE NI, ¥ AAttmids.
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Perhaps more fundamentally, compliance with GDPR will be mandated by
EU-based customers, business partners, and regulators. Therefore, as a
practical matter, any company that does any amount of business in the EU
must assess, calibrate and implement GDPR-compliance measures to
mitigate against disruption to its European business endeavors.

WA FARKGG 2, BAR P, Stk e s E A B R A g
GDPR. [k, 1A —AFEFRFEA, (24T B IF & A S04 0 3] #fsle I
4. E3 GDPR AL A1 HAFEAL, VAR Y st R Ak 47 3)
& F .

7.2.1. Main features of the GDPR GDPR #4 * Z4% 4E

Principle-based. The GDPR is largely principle-based. There are several
core principles that "controllers™ (organizations that decide how data is
used) must abide by when collecting or handling personal data (meaning
any information relating to an identifiable individual, which includes but
is not limited to, employees, customers, shareholders, service providers
and business partners).

AR 9 Zah, GDPR EZ VAR N A A mh . M AL AN AL (BP
5T RAANAR K GEFTIZE, e RTRI, B7, KA,
MREBER B Ao b4k AR ) B, “ARdlET (R el R SRR A 4
27 ) SN F ILRAL SR,

The principles dictate that personal data must be: processed fairly and
transparently; collected and used for specifically disclosed purposes;
accurate and kept up to date; processed securely; and not stored for
longer than is necessary.

SR E PIAKIE LT o F, E AR B F R T4 2 oI 89
B 69 A TR 2 R AT 09 A 32 5 BLEOR Ak A AR AT g B
[,

Extraterritorial effect. The GDPR considerably expands the territorial
reach of EU data protection law such that it will apply to organizations
outside the EU where (i) an EU resident’s personal data is processed in
connection with goods/services offered to them; or (ii) the behavior of
individuals within the EU is monitored.

#H 2Pz, GDPR KK AT BB HIEIRY oG disSe B, 12 HiE
JF TRV LR, BP (i) @R E R R SR/l 13
Boag ik = (i) MBI A ANAAT A 64k,

Increased scope. While the previous data protection rules applied
exclusively to controllers, the GDPR applies to controllers and, in
relation to certain compliance requirements, "processors" (organizations
that process personal data on behalf of a controller).
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7.2.2.

ZAGEE. EZARVAR SRR INAGE R T84, 12 GDPR £
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Higher sanctions. Potential sanctions are considerable under the GDPR.
For certain breaches, organizations could be subject to fines of up to €20
million or 4% of worldwide revenue. In addition, collective actions filed
by, for example, consumer associations, will be facilitated which will
significantly increase data protection-related litigation.

ZEEGGA . R GDPR, TTHER AL A AIRFG, T
S 3H AT, AT 4823 v 5 ik 2000 77 BT E 31 2SR BRI
49 4% . b9, GDPR BFAT Ut dy il 3 H 24 i 69 BRI, X4
K KIG I 5 HARARIEAD £ G,

New and enhanced rights for individuals. The GDPR extends rights of
individuals that existed under the previous data protection rules and
grants new rights, namely the right to be forgotten, the right to restriction
of processing and the right to data portability.

FF o9 FEAL 69 IAAA), GDPR ¥ B T AT HIERIF AN T A4
MABA], FRT T AMAFTARA], BRSO F], FRA)4 3269
XA Fo B A 5T AS AL GG AR A

Increased compliance obligations for controllers and processors. In
addition to the data protection principles set out above, there are specific
obligations that organizations must comply with. These obligations and
typical remediation activities are set out below.

BH|F AN L 249 EHXF. R LAY BRI, Skl
SoIRRF BAR S G XS A A 6 IRANE A T

Key compliance obligations and typical remediation activities 4% s &-#L
S 45-Fa A 4 IR AP 5

Transparency requirements. Controllers are required to provide certain
information to individuals at the time their data is collected. This
includes information on how the data will be processed, with whom it
will be shared, how long it will be retained and the relevant legal basis.

FHYEER, R HEZERERETONIARELLEL, O
A RIATRBBHYE, Sk T4, G HIBABA K EERIE
B

Generally, this requires a degree of information-gathering to ascertain
the categories of data being processed and to determine the legal basis
for processing, etc., as well as drafting and updates to customer-facing
and employee-facing privacy policies.
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International transfer rules. Transfers of personal data from the EU to
certain countries outside of the EU are generally restricted. This is
subject to various exemptions, e.g., the use of EU Model Clauses
(special contracts approved by the EU Commission).

FEIGFEFALI . INBK R G B B A S 64 S e [ KM R S5 45 AN ASKIE A
T B RA ., (B AR S B RN, 4Bk B 5842 (EU Model
Clauses, RXFAZE N 2S#LEIIFIRER ) 69184,

Typically, this obligation requires a level of information gathering to
identify internal and external international transfers taking place and
putting in place appropriate safeguards. Note that an "international
transfer™ in this context includes the mere viewing of personal data from
a country outside the EU, for example, through a cloud-based service.

W, XRAXGEBRE—CAREAGE L, VAR IE AT A
Fadb 3R E R 4EA4% I 48 By tRkEHk. FHiEE, AR B
FREEFS” QBN BN B R E A NASIE, Flhe, @it F
=R EANASIE.

Compliance and accountability. The GDPR concept of "accountability"
means that controllers must be able to demonstrate they are in
compliance with the data protection principles (described above).

A 7] T awR%“ﬂi”m%%%%ﬁﬂ%%ﬁ%%ﬁ
B C A S A 23R 3P R N (de L PTiE

In practice, this means organizations should have in place a data
governance framework, a suite of privacy and related policies and
procedures, and mechanisms for training/audit/enforcement so as to
document their ongoing compliance.

£¢&¢ X BRA L NG TSRS EAES, —ESAfatl X
RAAL S, VARIZD[F HHFATHE], vtk % 2 8 A HLE

Security and breach notification. Both controllers and data processors
must protect personal data using appropriate technical and organizational
security measures. If a data breach occurs involving personal data, in
certain circumstances, data controllers must notify the relevant EU data
protection regulator and the affected individuals within a very short time
frame (72 hours). There is a corresponding obligation on data processors
to notify the data controller.
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Organizations may need to implement more sophisticated systems for
detecting breaches and establish / update policies and procedures (e.g.,
Incident Response Plans) to ensure reporting is completed within the
strict time limit.

b ST A8 B A6 A Je 0 R G R AW IAT Hy S 5 5| AT B AR AR
B (Plde, FeapitR]) , ARARES &G IR H R 2RI
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Service providers. The GDPR imposes certain requirements on data
controllers that wish to appoint service providers to process personal
data on their behalf. Essentially, controllers must only use service
providers providing sufficient guarantees as to their security.

IRFGER . GDPR 2t A7 248 & R4 B AR AT B/ ASLIE
W IEIEE ERE T X2 R, KT B, 5B LA 9515 R IR
S B T VASRAE R4 0 s AR,

Compliance with this requirement is usually achieved by implementing
an appropriate vendor risk assessment procedure — which typically
involves, at a minimum, upfront due diligence, contracting, periodic
review/assessment/audit, and termination procedures. The GDPR is also
prescriptive as to certain clauses that must be contained in the written
agreement between the controller and service provider (processor);
customer and vendor standard contracts usually need to be updated to
reflect this.

R F)ZFERB T BT T E SRR RSP EALF R I ——
ARG B E E Y O PRIGAE, SR B, £IFEAEIF
otk b 425, GDPR BHLE T 4 F AR S48t (K E) 2
8B @I LR L R LR, B AN AAFESR AT S
F P H VAR X — 5,

Records of processing activities. Under the GDPR, data controllers and
data processors in certain circumstances will be required to develop and
maintain detailed records of their data processing activities, and such
records must be provided to EU data protection regulators on request.

WK EFTH 727, ARAE GDPR, Z4BI54) % Foitdf o388 £ 3 35
THE BRI R Aot P LA A IR E S ey if ek, FEELIRIEE
SR B SRR AP B AU SR A L R T R
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This obligation likely requires data mapping and related information
gathering activities, as well as potential technology/tools to assist in
recordkeeping.

IR SLGT b E B R AR A oAl X 6913 KR E 3D, WARBhILR
WA BAEBARIT L,

e Governance and appointing a Data Protection Officer. Depending on
the type of processing being undertaken, controllers and processors may
have to appoint a statutory Data Protection Officer ("DPQO™). DPOs have
specific duties under the GDPR which include contributing to data
protection audits and conducting employee training.

o FIFIEEHIERE, RIFEEEIATHHIBELERR, b H e
4L 38 VT fEsb iR 45 & — 4 ik 2 3B B ( “DPO” ). DPO £ GDPR
TEAHFZ IR, LIRS HERIFiHfdtiT R T,

Typically, analysis is undertaken to determine and document whether a
DPO is required and, if so, whether a single DPO can be appointed for
the entire group where the organization is a multinational.

BRI, AT BTN AL A T EE DPO, WA
%% DPO, RETvAA ¥ E LR EARTE Z F —A~ DPO.

* * *

The specific activities an organization will need to undertake with a
view to GDPR compliance will depend on a number of factors,
including: its exposure to the GDPR; and the nature and volume of
personal data that is handled by the organization and the corresponding
risk.

f 7 EF GDPR fE 2 e EREHFIRAET S E &,
.35 HIEZ GDPR HUH| 6942 A B b &b 22 69 AN ASRIE 69 MR
oK F VA B AR B 6 R,

The starting point for most companies, however, is to assess the
changes it will be required to make to its present approach to privacy.
This should involve an initial high-level assessment of:

R, K% N8 6 & B AIHE R B AT RRABURPTE 6 Rk, X
FL QLAEXTVAT 75 @ 69404 & d v A

e whether and which of its operations are going to be subject to the
GDPR,;

o HiEZ R TLVIRIRE I 545 GDPR #9429 &
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e reviewing the data the organization collects, how it uses that data and
with whom it is shared; and

o HEHEMIKEMEIE, TR ZIIBEVUR L HEZHIE, fo

e its current maturity as regards its privacy compliance in order to identify
gaps and remediation activities.

B A] H A [RALE AT d 6 R, VAR R E SR A AN 4G

Undertaking this assessment and embarking on remediation activities
typically requires input from various business functions — individuals
from legal, compliance, risk, IT and IT security and marketing are
often good candidates to be involved.

AT IR AE - B F HATANIE 88 5 2k A SAP W S IRAE30 1)
N —— L3554, M, K44, IT f= IT 224 R T 3
17, X HRR T AR N KA E RS E,

Finally, bear in mind that the GDPR may require significant changes
to IT systems and business processes. Companies will therefore need
support and sponsorship from senior management that should be
involved as early as possible.

R/G, WitdE, GDPR THERM IT AG%A LS ARH#ITERL
B B, AN E BRI T IRAT B AE AN LFAH .

7.3. CYBERSECURITY M %24

In the cybersecurity realm, the core risk management issue is typically
around calibrating investments in security to align with properly identified
threats and vulnerabilities. This requires a holistic view drawn from key
stakeholders across departments and disciplines. It also warrants tough
debate on enterprise priorities and resources. Companies rarely get it 100%
right. But they enhance their chances of doing so through structures and
processes that account for the critical interplay between Governance (input
and accountability), Operations (practical business considerations and
capabilities), and Controls (technical, physical and administrative) — in that
order.

TE P 4552 AR, AZ S e 22 19) #38 y [B) 4% B AR UE %477 d1 B9 4N,
VARL ST 2238 5 R 5] 69 e An iR iR X F B ISE T feis F A9 A S A
A% F AR L RAF A E AL, B F Bsh s b #45  F R A TR R 2N
i, WA Ak 100%EA, (2@ it S 3 (B AFe AT ) |
B (EFRLE e H) feded (AR, THRAE ) Z A48 EAEF 6
YA F AR R IR 5 F UK — B AR
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Ultimately, the goal is clear: to appropriately assess and mitigate risk to the
enterprise and its key stakeholders. Unfortunately, that risk increasingly
includes the potential for enforcement by a regulatory agency and/or a
private action. Nearly every US state and federal agency has cybersecurity
at the top of its agenda. And statutes such as the California Consumer
Privacy Act of 2018 portend a next-generation of laws that will inject
statutory breach damages into the mix — ostensibly eliminating the need to
show any actual harm to consumers, similar to other statutes with
unbalanced punitive consequences like the TCPA.*2

R, BATMRBAAA: & LaPfEFe R b B HAZ S F) B A8 K A 69 R,
TEW A, AP RIEA R AR S M LIE A 09 M55 UM K Fol LA
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Substantial fines and penalties, brand and reputational damage, and a host
of other liabilities, including for directors and officers, are squarely on the
table for the foreseeable future.

E?ﬁ%%%%.kéﬁ%%kw\%%%Zéﬁ%uﬁaﬁé$%%
EFAENF S L EdA L.

Against this backdrop, while there is no such thing as perfect security, there
are some steps that make perfect sense. We have set out below seven
actions that can help an organization.

T FT, REXF T4, 22— FREFTAEIL, THR
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7.3.1. Effective Vendor Management 7 24 444 51 7 % 32

It has never been more important to diligently vet, onboard, monitor
and audit critical third-party service providers and vendors. These third
parties exist to make life easier, more efficient and more innovative
and to help businesses better serve their customers. To do so, they
often have access to, ingest and store tremendous amounts of data for
various processing purposes. Given this reality, it is hardly surprising

1 The ccPA provides that any consumer whose non-encrypted or non-redacted personal information is subject to unauthorized
access and exfiltration, theft or disclosure due to security failures on the company’s part can sue “to recover damages in an
amount not less than $100 and not greater than $750 per incident or actual damages, whichever is greater.” Cal. Civ. Code §
1798.100, et seq.
CCPA HLZ, AT A dn S R oA Gt 09 AN AAZ Bt T 8] A3 % % Bl K B30 007 B Anite 55 Ak St 55 693 9 & T A
RIFRE—ANFHRARERZHHREEZ: (1) MET 100 £LT. A& T 750 £4; RF (2) FRME. 7 i Rk
% 1798.100 &% .
12 The Telephone Consumer Protection Act (TCPA) provides a private right of action for “actual monetary loss from such a
violation [or] $500 in damages for each such violation, whichever is greater.” 47 U.S.C. § 227(b)(3) (also providing for trebling
of damages if a court finds willful or knowing violations).

(il e fRap ik (TCPA) ) AL TS AT AWM RIRERIK, KA KRE X500 £ LMk, MEHH HE G-
B A, FEEEME AT KF 227(0)(3) F (LA T R AN R E R P Lih FATH, WAZZREZ) .
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that vendor-attributed data breaches are increasingly common. A
recent study by Soha Systems found that 63 percent of data breaches
may be directly or indirectly related to third-party access by
contractors and suppliers.”® And while there are certainly examples of
bad press and enforcement activity against a service provider who
suffers a data breach, by far, the rule is that the company bears the
brunt of its service provider’s cyber-mistakes and mishaps. Continued
corporate migration to the cloud, and the growth in outsourcing
generally, set the stage for significant third-party risk going forward.

XTEZME =5 RS AN B AT RIRIA S BRI, B EAF
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Vendor management can impose significant costs, and we are not
advocating the outsourcing of vendor management to yet another
service provider (e.g., companies that offer website/online scanning
technology). Rather, we offer three tips on less notorious, but (in our
experience) effective risk mitigation moves that counsel might
consider vis-avis third parties:

MR T TR T BE A R B KA AR, BATIF S 2 IRGAE E S
.4 B S — AR SARAE TR () de, RAEF SEIE LRI RFE ARG NE) ),
MR, BAVRAET Z & TAR LAAIR L2 (ARIEBA G 25 ) 127
TR FE by L xt 5 = T 0 AR e 6 L

Define “Breach” Strategically, Address Cooperation, and Seek a
No-Past-Breach Rep: In the US, the scope of notifiable data breaches is
actually quite narrow as only certain types of data and certain
circumstances trigger mandatory notification regimes. In vendor
contracts, companies should consider what types of cyber security events
or incidents matter in terms of managing their risk, and negotiate for
definitions consistent therewith. Moreover, in our experience,
companies and their vendors must cooperate with each other when a
cybersecurity incident occurs that affects them both. When third-party
breaches happen, regulators not only look at the security commitments

¥ Soha Systems, “Third Party Access Is A Major Source of Data Breaches, Yet Not An IT Priority,” (April 2016) (online
survey of over 219 IT and Security C-Level Executives, Directors and Managers). Soha Systems, “% =77 4%/ 2 #4E & 49
FERR, EAMRTEARA ITHEETE, (201654 A) (34219 RITFo CREBHNNENHE . TFREE

HELAL) .
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that a company obtained from the vendor, but also the speed and quality
of information and cooperation that the company obtains from the
vendor to help more quickly and effectively mitigate harm to any
impacted consumers.  Finally, we have found that it can be very helpful
to include a draft contractual rep that the vendor is not aware of facts or
circumstances suggesting a past “breach” (defined, as discussed above).
This type of rep has two benefits.  First, it usually prompts a discussion
with the vendor around different types of incidents that the vendor has
experienced, and whether or not they are covered by the rep. Second,
because many breaches trace back to hacks and other events that
occurred many months or even years ago, a no-past-breach rep can
provide significant leverage should the rep turn out to be untrue.

Mk _EE X R, BRI, KFE TR IEMESG L
G/ EER, FiRiHERECEEREMALERE, BAR
A A s KRG HIE Ao S LA AR K SRR 8 ke T, AN AT
W, BNE) B R KA 6 W e BT e AR TR, S
HEZ KX HTWHE. b, REBRNGZE, LA H
O] Falh B T T 0 W s A E R, AT RAR B AR, B E =
T BB BAT A R AR, W WM AL E A N 8) AR T AL R AF
0 RKiE, EEE A NG MR L RAF1E & Aot 09 ik B Ae
JiE, B I, EAFORZEIMET L B R EOHE. &
J&, BMEIAR EEFHHRLH —— RPN R it & 4
EE” HEZREL (ZX L) EFAHe, XAFEA
IR AL, B, CRAFARTEHNF T4 HiE 3|
IE RS, ARCECNATHIERLHEEZ, LA, BT#F
2 RIATEAZ| N A £ ZIVFAT R A0 LR T4, E,
do R RE R RATLE, “LIBFEREDL” QEETTNE 24 E
Foh F D,

When Bargaining Power is Unequal, Implement Compensating Controls:
In many situations, a service provider is so large, powerful and essential,
that companies are unable to negotiate for customized contractual
protections. In these situations, counsel are well advised to work with
their clients to identify and implement compensating controls. This can
be as simple as turning on a multi-factor authentication option that the
vendor offers, or as complex as implementing supplemental encryption
strategies.

HEHGE ) FFFR, EwiMEEH: BFZHELT, REEER
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Exercise Your Audit Rights: In our experience, when regulators
investigate a breach attributable to a service provider, the fact that the
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company had a contractual right to audit compliance, is becoming less
and less acceptable. Regulators want to see more. Counsel should
take time to identify critical vendors and to the extent no audit process is
in place, consider the possibility of some (any) checks on whether
vendors are living up to their security commitments. And as
regulatory requirements and expectations evolve, they should be
reflected in both vendor management practices as well as in updated
contractual provisions.

o FTREHGFIARF: RIBEEMNZE R, SREIMAETEAR TR
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7.3.2. Cyber Diligence and Corporate Transactions W #4448 5 3]
%
According to a 2016 New York Stock Exchange and Veracode
survey, 22% of directors said that they would not acquire a
company that had experienced a high-profile data breach.

ARIE 2016 41 49E 4 K ) A= Veracode &4 2, 22%49%5F
For, AR S 5RE SR E A E) .

It is important to note that comprehensive diligence on all aspects of
cybersecurity is often impractical and unrealistic. M&A transactions,
for example, typically involve multiple suitors competing for the
same target. Compromises and concessions are part of negotiating
a complex deal. Timeframes are tight. = Resources are limited. It
is also exceedingly difficult to find an opening, or willingness, to
perform the type of technical penetration tests and compromise
assessments, and compliance reviews, that a buyer might otherwise
pursue.

(AAFEZT A, Wb &N 7 GitiTea RlEER R
EEREY. Blde, FURHBEFHATER—BARH SN EEE.
ZA b RPN E B R G —3s. BEKE,. FRA K.
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Below, we offer some insights from the buyer’s perspective that, in
our experience, have helped to get at the heart of the issue:

14 NYSE/Veracode, Cybersecurity and the Me>A Due Diligence Process, Survey Report (2016).
A LYIER L i [Veracode, M %% 2FH MK HLIRHAZHEF, BEHRE (2016) .
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Non-Public Cyber Incidents: Because most cyber-attacks and data
breaches do not trigger mandatory notification rules, as with the vendor
discussion above, it is important to understand whether the target has
experienced broadly-defined data “incidents” (e.g., ransomware,
DDOS, data corruption/loss, theft of proprietary information or trade
secrets) and the associated remediation strategy and results. Equally
Important is assessing any history of non-compliance fines or penalties
that are not public, such as those involving the card brands and PCI.
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Validating Publicly Made Representations: As discussed further below,
what a company publicly says about cybersecurity in its Privacy Policy,
Terms of Use, or even marketing materials, is classic fodder for
regulator and class action complaints. Opposing parties point to
allegedly “deceptive” statements that customers and consumers relied
on to their detriment. These are low hanging fruit for enforcement
cases and can be challenging to defend.
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Reverse Vendor Management: Where the target is a service
provider/vendor, the buyer should assess whether and how the target
anticipates and addresses (including through contractual protections) its
own customers’ compliance requirements.  This is particularly
important where the target’s customer base or data-types are highly
regulated — e.g., financial services; healthcare; defense contracting;
PCl/payment card data; children’s data; data subject to prescriptive
rules such as the GDPR.
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7.3.3.

Deploying Privilege where Appropriate i& % 1% Jf £ )f- & 7 45 A% 47

Legal counsel’s role in cybersecurity has evolved significantly over
the past 10-15 years. While lawyers traditionally were called in to
reactively handle lawsuits and regulatory actions, they now
contribute to shaping proactive cyber planning, assessment and
resiliency efforts, including incident response.
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The fact that case law is now developing on the issue of
cyber-related privilege, makes clear that lawyers are increasingly
playing a meaningful role in this space. However, there are some
key lessons learned that should be considered for both in-house and
outside lawyers:
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Non-Breach Cybersecurity Audits or Assessments: Counsel should
carefully manage client expectations and differentiate between audits
or assessments that are routine “normal business functions” versus
those that are truly directed by counsel for purposes of rendering legal
advice.  Proactive (pre-breach) work always involve tradeoffs
between remediation and resources (i.e., tough choices are made about
what to do now versus put-off until later). Debates like these can
generate prejudicial documents. Counsel should seek to shield them
from potential discovery to the extent they are properly subject to the
privilege.
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Deploy Privilege Through “Drafts”. Even if a cyber audit or
assessment might not qualify for attorney client privilege or work
product protections, there are strategies to shield the debate and
decision-making from disclosure. For example, emails to counsel that
discuss the pros/cons of an audit, items to investigate or focus on,
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7.3.4.

tradeoffs and compromises, priorities and key risks are legitimately
privileged. Another practice is to conduct oral read-outs before things
are reduced to writing.
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Engaging Public Relations (PR) Firms: The typical incident response
playbook contemplates PR/crises communications teams being
engaged through counsel for privilege purposes. However, in the US
there is mixed case law on this point. For example, some courts have
distinguished between “standard” public relations services aimed at
preserving a public image or reputation versus PR firm
communications or work product that are directly related to legal
advice or litigation strategy.'
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Focus on Communications =i 74) &

In the wake of a data breach, companies must navigate a host of legal,
risk and reputational landmines.  However, perhaps nothing
influences liability — and drives the appetite of public and private
enforcers — more than the first external communication that a
company makes about a cyber incident.

EEIBENEZ S, NG ML TER T HE. Ref AL E, R
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In our experience, early brainstorming and coordination can help to
reduce the risk that breach notifications catch company stakeholders
by surprise when they are later quoted in legal briefs and court orders.
In addition, we offer the following lessons learned that can be

5 Compare McNamee v. Clemens (E.D.N.Y. 2013) (no privilege; PR firm only provided standard services not necessary in order to
provide legal advice, and therefore disclosing documents to firm resulted in waiver) and King Drug Co. v. Cephalon, Inc. (E.D. Pa. 2013)
(privilege applied; consultants preparing business and marketing plans were the client’s “functional equivalent”).

Compare McNamee 2% Clemens (éﬂf’) AR ER EDNY. 2013 #) (R R P A4 INFRNE) RITBET 2 A3t
SR AR T b AT IR G, B LN E) ) N KNG RAR A5 547 T AEVF-B P AFAR ) Fn King Drug Co. 3 Cephalon, Inc. (—:";:
M A MK AT ED. Pa. 2013 ) (TTEAZIF-Z P M RS L 5-Fa T 393 RGE L E P ag<shfeieAa R T4E7)
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included in every lawyer’s next discussion with their
communications colleagues:
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Early Announcements Can Be Risky: To the extent that reputational
and other considerations (e.g., leaks) demand early communications,
organizations should be very careful in disseminating information too
broadly (e.g., sending an e-mail alert to all employees about a potential
security incident) or in over-disclosing to external stakeholders.
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One-Size-May-Not-Fit-All for Precautionary Messages: It is critical to
understand the nuances of the US state-specific notification
requirements. Many states (including Hawaii, Michigan, Missouri,
North Carolina, Vermont, Virginia and Wyoming) explicitly require
that the reporting company include specific recommendations to
consumers on risk mitigation, including encouragement to monitor
credit reports. However, notwithstanding variations across state rules,
a commonly accepted practice is for organizations to issue a standard
notification that complies with substantially all of the states’ various
requirements (except Massachusetts), and supplement certain
notifications based on state-specific requirements (e.g., instructions on
contacting a specified state agency/regulator). This means that all of
the various state-required language and disclosures are often provided
to all individuals, even if not entirely applicable.  Although they often
reflect sound security practices that consumers should follow in any
circumstance, organizations should recognize the risk in making risk
mitigation recommendations, and consider whether to provide them
only to consumers whose states’ law explicitly requires it.
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e Carefully Describe Protective Measures: Certain US state statutes
require disclosure of the measures taken to contain, mitigate or
minimize the incident. For example, Michigan directs that
notifications “generally describe what the [company] providing the
notice has done to protect data from further security breaches.”
Wyoming requires a description in general terms of “the actions taken
by the individual or commercial entity to protect the system containing
the personal identifying information from further breaches.” Similar
requirements exist in North Carolina, Vermont, Virginia and elsewhere.
However, these types of statements have been used to infer the scope
of individuals who were affected. Thus, although statutorily required,
these cases demonstrate why organizations should thoughtfully
articulate the containment/remedial measures taken in response to an
incident.
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= Rigorously Analyze Voluntary Notifications: In our experience, even if
a cyber incident does not technically trigger a notification requirement,
companies often “voluntary” notify affected parties. They do for a
host of different reasons. ~We see counsel’s role as helping
stakeholders to assess the pros/cons of voluntary notification through
decision trees that account for downside and upside (e.g., the likelihood
that voluntary notice will enable customers to take meaningful
self-help steps).

TRV G R A RABERATZ L, B A B HOANT AR
BE RO L BiER, N LZRT “QR7 W4T HRtg 5
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7.3.5. Don’t forget about Privacy #| 284 [& 44
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A few years ago, the Federal Trade Commission wrote a blog post
that highlighted key issues companies should expect to be asked
about in cyber investigations. Among other things, the FTC
explained that the agency looks at “privacy policies and any other
promises the company has made to consumers about its security.”*®
Indeed, most FTC cyber enforcement cases turn on allegations that a
company made misleading statements regarding the type, strength, or
even presence of, security measures associated with its product or
services.  Offending statements can appear in a variety of contexts,
including privacy policies, terms of service, marketing materials, and
even investor relations materials, just to name a few.

JUEET, BRAR B ENL (FTC) BT —EAHX, %iAT A& £
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HZRTAERAERME TRFHME, R, Xk KA
T OIERABR . RS, THMH. LERTH XA
HFE.

We offer the following tips for identifying potential privacy-related
cyber exposure points:

FMBRBA T RT AR T 85 B K 69 B L &

e Check What Your Company Publicly States About Security: Be
thoughtful about the fine line between transparency that informs
customers on the ways in which you collect, use, share, store and
transfer data, and vague language or catch phrases, such as “industry
standard security,” “bank-level encryption” or “we do everything we
can do to secure your data” that can land a company in hot water.
Decide whether detailed statements about your plans, protocols,
processes and tools are necessary and generate any value. Avoid
overstating your security practices, or implying that a high level of
security is applied across the board, if in fact it is applied in more
limited circumstances (e.g., subsets of data; data in-transit versus
at-rest; applied by the company but unknown for service providers).

o BN FI IS E MM 15 LNTF P P AT SRR A G K
BI-Bp iR e B P R R R AR AR 0 X
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% Eichorn, “If the FTC comes to call,” Blog Post, available at,

https:/ /www.ftc.gov/news-events/blogs/business-blog/2015/05/if-ftc-comes-call (May 25, 2015).

M. Eichorn, “dnRIKIH HER & FIC T RER", HEXF, £

https:/ /www.ftc.gov/news-events/blogs/business-blog/2015/05/if-ftc-comes-call (2015 5 A 25H).
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Regularly Refresh Assessments of Publicly Made Statements: All
external (consumer) facing representations should be reviewed no less
than twice per year. Reviews should be accelerated as part of
privacy-by-design processes any time new products or services will be
deployed. Counsel should conduct these reviews as group exercises
with mandatory participation by IT/InfoSec and
Marketing/e-commerce (who often have first line-of-sight to new tools
and technology being considered and deployed).
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Consider Reasonable Security Disclaimers: We regularly see privacy
policies that trumpet claims like “Security Guaranteed” and “Bank
Level Security” (often by non-financial services entities!). Given the
shifting cyber threat landscape, virtually any assurance regarding
security is susceptible to legitimate scrutiny. This is why many
companies include blanket disclaimers that security measures may
change, be unavailable from time to time, or even circumvented by
sophisticated actors (e.g., “We cannot guarantee 100% security. No
security is fail proof”). Competent judgment is required to strike a
thoughtful balance: any legal benefits that disclaimer language may
provide should be weighed against the PR/business impact of being
viewed as shifting risk to the consumer. ~ And even though disclaimers
are not a panacea, they can at least provide arguments regarding what
consumers should reasonably expect.

F LTI DR T B BRANVE T AP G R B “rh
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7.3.6.  Mind Your Directors and Officers /£ & £ ¢ % % f= 5 BIA N

In-house counsel, and outside counsel who work with them,
technically represent the company. They are fiduciaries to the
corporate entity, which has as its highest authority, the Board of
Directors. Accordingly, an important part of the general counsel’s
role is to provide sound legal compliance and legal risk mitigation
advice to the Board.

P 3R 7] A by 3B A 64 5130 R AR 19 P A B R AR A B
b, AR 8] AR AR, 8] ARIAR RS A WA B &
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While it is a new risk, cybersecurity falls squarely within the
traditional “risk oversight” obligations of corporate Directors.
Directors have fiduciary duties to act in good faith, and with care and
loyalty, which, in the cyber context, includes directing Management
to design, implement and enforce a robust cybersecurity compliance
program. To effectively do so, Directors must be educated and
informed about the company’s risk profile, threat actors, and
strategies to address that risk; they must receive regular briefings
from Management and metrics to understand progress toward the
desired state.

BR Mo R —FH R, 128 228 TN EFNEL K
Bl L4 FFARELE LS, ARG EHEA R IRATE.
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We offer three insights from the frontlines of governance work that
we believe has the dual benefit of not only helping to mitigate risk
for the company, but also helping directors and officers to fulfill their
cyber-fiduciary duties:

EATRIE L TR AT Z A LR, RANIA A L AR AL TR
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= Practice with Your InfoSec Team: While cyber risk is not “new,” its
high level of Board attention is certainly new. InfoSec teams, often
for the very first time, are in the Board room, and responsible for
educating the Board on the company’s risk profile, vulnerabilities,
current security state, and roadmap for remediation and sustained risk
management. Accordingly, they need practice and guidance from
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7.3.7.

counsel (e.g., regulatory and litigation perspectives) to be most
effective in communicating with the Board.  Counsel’s early
involvement is particularly important when the Board will assume a
more active role — for example, where InfoSec conducts a Board-level
incident response tabletop, or discusses ransomware attacks and the
issue of who in the company decides whether to pay.
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Vertically Integrate InfoSec with the Governance/Disclosures Team:
From a governance perspective, many companies do not involve their
InfoSec teams in the risk disclosures process and committee.
Especially for public companies, lawyers can help to establish a
channel for reporting cyber events, and the appropriate Board
committee (whether the Audit, Risk, of even Cybersecurity Committee)
can thereby gain experience around assessing events for disclosure
filing purposes.
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Implement Trading Blackout Protocol for Cyber Events: Based on the
2018 SEC cyber guidance, lawyers should assess whether procedures
are in place to determine whether implementing a trading blackout
period while the company investigates and assesses the significance of
a cyber incident is appropriate, and review insider trading policies to
ensure they prohibit insiders from trading when in possession of
material nonpublic information relating to cyber risks or incidents.
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Assess Your Risk Assessments #F4& 4 649 X a1 4%
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Cyber risk assessments come in dozens of flavors. They can
involve enterprise or product level analyses, focus on people,
processes, or technology (or all three), be limited to certain systems
or all of them, and relate to the company or its service providers (or
both). But what all risk assessments have in common is that they
identify lots of "opportunities” for improvement. For that reason,
both regulators and private plaintiffs demand them in discovery.
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For legal counsel, risk assessments are relevant and useful in a
number of respects. For example, risk assessments can play a key
role in helping to evaluate the vendor management program, as well
as helping to assess the vendors’ own security programs. They can
also be leveraged to evaluate cyber or privacy issues related to an
acquisition target; or leveraged by a target company to ready itself
for acquisition or other major transaction (or even a cyber insurance
underwriting). Risk assessments can also be used to benchmark a
company’s overall security program or elements of its (e.g., incident
response) against regulatory requirements, industry standards/best
practices, or customer requirements. In some cases, an enforcement
agency may request a risk assessment in the aftermath of a breach, or
as part of a settlement. Having a recent assessment already done in
the ordinary course can go a long way in demonstrating diligence and
mitigating regulatory scrutiny.
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As with any audit or assessment, the challenge for companies is
prioritizing and executing on the remediation plan. While some
companies have robust processes for identifying corrective actions,
road-maps, milestones, and funding requirements, many companies
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struggle — and thereby, unintentionally create an unfavorable paper
trail and precedent.
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While it is certainly easy for outsiders to critique in hindsight, the
tone and tenor of the allegations clearly set forth a roadmap for
identifying key exposure points. We offer three thoughts on how
lawyers might leverage cyber assessments to help proactively
manage enterprise risk:
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Focus on Repeat Items: Lawyers should hone in on documented
weaknesses, warnings and action items that continue to show up from
audit to audit or assessment to assessment, particularly those that map
to non-compliance with a specific law, regulation, or contractual
requirement (e.g., PCI). Depending on their criticality and remedial
potential (e.g., if fixes are reasonably available), these repeat items can
form the basis for serious regulatory and private liability — particularly
if any even arguably contribute to a future data breach. Of course,
context is always relevant to assessing liability exposure. For
example, remediation recommendations must be viewed in the context
of whether the risk item was deemed “accepted risk” by the company;
the probability of the risk event occurring is also relevant; and counsel
should probe whether compensating controls exist to mitigate the risk
item’s criticality for prioritization purposes.

KEF R AT 69 F T AV RLAZIEN T RANE i 3 % it KR4S 5
fEak s B IR R AE MBS E . BEE S L5, A AAR R
BT EAE EARESR BZRGES (Flhe PCl) . ARBLEZH
FoAhLE ) (B dodo RTIAA M FIFEE ), X FF BT 4
HIRJ® E 89 W FaFaAR R 09 ol — — 45 5| R R A AT F R
RBABEETRNE. SR, FRERALPEAEARA L.
do, SRS R R GRS A “THEZRE F T TEE
ANBIE D PSR A iR RAD L8 T HA T ALK
B, AR N %A R T A ARSI B 6 & 48 M 6 AMZ 3 ) 45
7.,

Deploy Privilege Via Emails and "Drafts": As discussed above, risk
assessments are a double-edged sword — helping to identify security
risks while simultaneously creating remediation risks for the enterprise.
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Thus, it bears repeating that even if a cyber audit or assessment might
not qualify for privilege or work product protections, there are
strategies to shield legitimate debate and decision-making. Lawyers
should be consulted precisely in situations where tradeoffs must be
made between remediation and resources — as these choices often carry
significant legal compliance, regulatory and litigation risk
repercussions. Drafts of reports sent to counsel for legal advice, as
well as emails and conversations that occur outside the four corners of
an assessment, are almost always covered by the attorney client
privilege.
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Focus on Assessments That Are Tightly Linked to Strict Legal
Requirements: In our experience, risk assessments produce broad
recommendations that cover a lot of ground, including actions that
range from necessary to advisable to nice-to-have. Counsel should
work with business and security teams to develop a defined schedule
on the corporate calendar for conducting risk assessments in areas like
Health Insurance Portability and Accountability Act (“HIPAA”) and
PCI that produce specific, targeted remediation recommendations. In
addition to being able to identify specific issues, there is value in being
able to demonstrate a culture of compliance should the company
experience a public breach or regulator investigation.
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* * *

Cyber risk is constantly evolving and intensifying the enforcement
risk that companies face from both regulators and private litigants.
As lawyers are increasingly involved in proactive risk management,
our hope is that at least some of the “easier” wins discussed in this
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article allow counsel to add value to the process. Of course, there is
never enough time, enough money or people to do everything. But
prioritized, targeted work holds the best potential for mitigating
cyber risk for the enterprise and its stakeholders.
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Things turn out best for the people who make the best of the way

things turn out.

——John Wooden
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